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A storage system according to certain embodiments includes
a client-side repository (CSR). The CSR may communicate
with a client at a higher data transfer rate than the rate used for
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During copy operations, for instance, some or all of the data
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stored in the CSR. During restore operations, copies of the
data stored in the CSR is accessed from the CSR instead of
from secondary storage, improving performance. Remaining
data blocks not stored in the CSR can be restored from sec-
ondary storage.
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1
CLIENT-SIDE REPOSITORY IN A
NETWORKED DEDUPLICATED STORAGE
SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims the benefit of priority under 35
U.S.C. §119(e) of U.S. Provisional Patent Application No.
61/423,031, filed on Dec. 14, 2010, and entitled “Client-Side
Repository in a Networked Deduplicated Storage System,”
the disclosure of which is hereby incorporated by reference in
its entirety.

BACKGROUND

Computers have become an integral part of business opera-
tions such that many banks, insurance companies, brokerage
firms, financial service providers, and a variety of other busi-
nesses rely on computer networks to store, manipulate, and
display information that is constantly subject to change.
Oftentimes, the success or failure of an important transaction
may turn on the availability of information that is both accu-
rate and current. Accordingly, businesses worldwide recog-
nize the commercial value of their data and seek reliable,
cost-effective ways to protect the information stored on their
computer networks.

In corporate environments, protecting information is gen-
erally part of a routine process that is performed for many
computer systems within an organization. For example, a
company might back up critical computing systems related to
e-commerce such as databases, file servers, web servers, and
so on as part of a daily, weekly, or monthly maintenance
schedule. The company may also protect computing systems
used by each of its employees, such as those used by an
accounting department, marketing department, engineering
department, and so forth.

As such, enterprises are generating ever increasing vol-
umes of data and corresponding storage requirements. More-
over, enterprise storage systems are typically distributed over
one or more networks, such as where backup storage is
remote from client computers. In such situations, backup
storage operations place heavy demands on available network
bandwidth.

SUMMARY

In response to these challenges, one technique developed
by storage system providers is data deduplication. Dedupli-
cation typically involves eliminating or reducing the amount
of redundant data stored and communicated within a storage
system, improving storage utilization. For example, data can
be divided into units of a chosen granularity (e.g., files or data
blocks). As new data enters the system, the data units can be
checked to see if they already exist in the storage system. If
the data unit already exists, instead of storing and/or commu-
nicating a duplicate copy, the storage system stores and/or
communicates a reference to the existing data segment. Thus,
deduplication can improve storage utilization, system traffic
(e.g., over a networked storage system), or both.

Deduplication techniques designed to reduce the demands
on storage systems during backup and/or replication opera-
tions are described in greater detail in the following U.S.
patent applications, each of which is incorporated by refer-
ence in its entirety. One or more embodiments of the present
disclosure may be used with systems and methods disclosed
therein:
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U.S. patent application Ser. No. 13/324,613, entitled “Dis-
tributed Deduplicated Storage System,” and filed on Dec. 13,
2011,

U.S. patent application Ser. No. 12/982,086, entitled “Con-
tent Aligned Block-Based Deduplication,” filed Dec. 30,
2010;

U.S. patent application Ser. No. 12/982,100, entitled “Sys-
tems and Methods for Retaining and Using Block Signatures
in Data Protection Operations,” filed Dec. 30, 2010

U.S. patent application Ser. No. 12/145,347, entitled
“Application-Aware and Remote Single Instance Data Man-
agement,” filed Jun. 24, 2008;

U.S. patent application Ser. No. 12/145,342, entitled
“Application-Aware and Remote Single Instance Data Man-
agement,” filed Jun. 24, 2008; and

U.S. patent application Ser. No. 12/725,288, entitled
“Extensible Data Deduplication System and Method,” filed
Mar. 16, 2010.

In addition, one or more embodiments of the present dis-
closure may also be used with systems and methods disclosed
in the following patents, each of which is hereby incorporated
herein by reference in its entirety:

U.S. Pat.No. 7,389,311, entitled “Hierarchical Backup and

Retrieval System,” issued Jun. 17, 2008;

U.S. Pat. No. 6,418,478, entitled “Pipelined High Speed
Data Transfer Mechanism,” issued Jul. 9, 2002;

U.S. Pat. No. 7,035,880, entitled “Modular Backup and
Retrieval System Used in Conjunction with a Storage
Area Network,” issued Apr. 25, 2006;

U.S. Pat.No. 6,542,972, entitled “Loogical View and Access
to Physical Storage in Modular Data and Storage Man-
agement System,” issued Apr. 1, 2003;

U.S. Pat.No. 6,658,436, entitled “Loogical View and Access
to Data Manage by a Modular Data and Storage Man-
agement System,” issued Dec. 2, 2003;

U.S. Pat. No. 7,130,970, entitled “Dynamic Storage
Device Pooling in a Computer System,” issued Oct. 10,
2006;

U.S. Pat. No. 7,246,207, entitled “System and Method for
Dynamically Performing Storage Operations in a Com-
puter Network,” issued Jul. 17, 2007;

U.S. Pat. No. 7,454,569, entitled “Hierarchical System and
Method for Performing Storage Operations in a Com-
puter Network,” issued Nov. 18, 2008;

U.S. Pat. No. 7,613,748, entitled “System and Method for
Containerized Data Storage and Tracking,” issued Nov.
3, 2009; and

U.S. Pat. No. 7,620,710, entitled “Systems and Methods
for Performing Multi-Path Storage Operations,” issued
Nov. 17, 2009.

However, even in those systems employing deduplication,
restore operations, including operations where data is
restored from backup storage to a client, can place equally
heavy demands on available network bandwidth and avail-
able system resources. Restore operations can also introduce
significant delay due to communication latency between
backup storage and the client.

In accordance with certain aspects of the disclosure, one
technique developed to address these challenges incorporates
the use of a client-side repository. A client-side repository
(CSR) can be used as part of a storage system to reduce the
demands on the network between a client and secondary
storage, such as backup storage. For example, a CSR can be
located in proximity to the client or may share a common
network topology with the client whereas the client and the
backup storage devices may be remote from one another or
reside on differing network topologies. As just one example,
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the CSR and the client may communicate over a local area
network (LAN), while client and secondary storage commu-
nicate over a wide area network (WAN). Thus, the CSR can
communicate more effectively (e.g., at a higher data transfer
rate, more reliably, with less latency, etc.) with the client than
the backup storage devices can communicate with the client.

During backup or other secondary storage operations (e.g.,
copy, replication, or snapshot operations), some or all of the
data to be copied from the client can be stored in the CSR in
addition to being stored in the backup storage devices. Upon
restore, the CSR can restore the data stored therein to the
client. This data is therefore not transmitted from the backup
storage to the client. The remaining data is transmitted from
the backup storage to the client in the normal fashion. In this
manner, the CSR can reduce the system traffic between the
client and the backup storage devices and reduce the amount
of time used to restore the client.

In certain embodiments, a method of restoring dedupli-
cated data to a client from a destination storage system is
provided. The method can include receiving one or more
queries from a destination storage system inquiring as to the
presence of a plurality of data blocks in a data repository of a
client-side repository. The data blocks may correspond to at
least a portion of data that has been previously copied from a
client to the destination storage system according to a dedu-
plication scheme. The destination storage system may be
remote from the client and the client-side repository. The
method can further include consulting, consulting, using one
or more processors, a signature repository of the client-side
repository having stored thereon signatures corresponding to
the data blocks in the data repository. The consulting may be
performed in response to the one or more queries and to
determine which of the queried data blocks are stored in the
data repository of the client-side repository. The method may
further include restoring the data blocks that are stored in the
data repository of the client-side repository from the data
repository to the client.

According to some embodiments, a storage system is pro-
vided including a client-side repository comprising a data
repository storing a plurality of data blocks, the data blocks
corresponding to at least a portion of data that has been
previously copied from an information store of a client to a
destination storage system according to a deduplication
scheme. The client-side repository may further include a sig-
nature repository storing signatures corresponding to the data
blocks in the data repository, the data repository and the
signature repository remote from the destination storage sys-
tem. The storage system may further include a control module
executing in one or more processors and configured to receive
one or more queries inquiring as to the presence of a plurality
of'data blocks in the data repository. The control module may
further be configured to consult the signature repository in
response to the one or more queries to determine which of the
queried data blocks are stored in the data block repository.
The control module may additionally be configured to restore
the data blocks that are stored in the data block repository
from the data block repository to the information store of the
client.

In certain embodiments, a method of restoring dedupli-
cated data from a destination storage system to an informa-
tion store associated with a client is provided. The method
may include, in response to instructions to copy data from an
information store associated with a client system to at least
one destination storage system remote from the client system:
copying at least a portion of the data from the information
store to a data repository of a client-side repository as a
plurality of data blocks, the client-side repository being
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remote from the destination storage system, wherein the data
from the information store is copied to the destination storage
system according to a deduplication scheme. Also in response
to the instructions, the method may include populating a
signature repository of the client-side repository with a plu-
rality of deduplication signatures corresponding to the data
blocks stored in the data repository of the client-side reposi-
tory. During a restore operation in which the copied data is
restored from the destination storage system to the client, the
method may include receiving a plurality of queries inquiring
as to the presence of the plurality of data blocks in the client-
side repository. Also during the restore operation the method
may include consulting the signature repository of the client-
side repository using one or more processors and in response
to the queries to determine which of the data blocks are stored
in the data repository of the client-side repository. Also during
the restore operation, the method may include restoring data
blocks that are stored in the data repository of the client-side
repository from the client-side repository to the client, the
data blocks not stored in the data repository of the client-side
repository being restored from the destination storage system
to the client.

In certain embodiments, a method of restoring dedupli-
cated data to an information store associated with a client
from a destination storage system is provided. The method
can include sending one or more queries to a client-side
repository inquiring as to the presence of a plurality of data
blocks in a data repository of a client-side repository, the data
blocks corresponding to at least a portion of data that has been
previously copied from an information store of a client to the
destination storage device according to a deduplication
scheme, the destination storage device remote from the client
and the client-side repository. The method can further include
receiving an indication as to which of the queried data blocks
are stored in the data repository of the client-side repository.
The method may include restoring the data blocks that are not
stored in the data repository of the client-side repository from
the destination storage device to the information store of the
client.

In yet other embodiments, a storage system is provided.
The storage system can include at least one destination stor-
age device storing data that has been previously copied from
an information store of a client to the destination storage
device according to a deduplication scheme. The storage
system can further include a control module executing in one
or more processors and configured to send one or more que-
ries to a client-side repository inquiring as to the presence of
aplurality of data blocks in a data repository of the client-side
repository, the data blocks corresponding to at least a portion
of the data that was copied from the information store of the
client to the destination storage device, the destination stor-
age device remote from the client and the client-side reposi-
tory. The control module can further be configured to receive
an indication as to which of'the queried data blocks are stored
in the data repository of the client-side repository. Addition-
ally, the control module can be configured to restore the data
blocks that are not stored in the data repository of the client-
side repository from the destination storage device to the
information store of the client.

In certain embodiments, a method is provided of modify-
ing a client-side repository usable during restore operations in
a deduplicated storage system, the method including moni-
toring the use of a client-side repository using one or more
processors, the client-side repository usable during copy and
restore operations. The copy operations can include storing
datablocks and signatures corresponding to the data blocks in
the client-side repository, the data blocks corresponding to at
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least a portion of data that is copied from a client system to a
destination storage system according to a deduplication
scheme. The restore operations may include restoring the data
blocks not stored in the client-side repository from the desti-
nation storage system to the client system and restoring the
data blocks stored in the client-side repository from the cli-
ent-side repository to the client system. In certain embodi-
ments, the method includes determining whether the use of
the client-side repository meets a usage threshold in response
to the monitoring. The method can also include, upon deter-
mining that the use of the client-side repository meets a usage
threshold, tuning a client-side repository parameter.

In certain embodiments, a storage system is provided hav-
ing a client-side repository. The client-side repository can
include a data repository storing a plurality of data blocks.
The data blocks corresponding to at least a portion of data that
has been previously copied from a client system to a destina-
tion storage system according to a deduplication scheme. In
certain embodiments the client-side repository also includes a
signature repository storing signatures corresponding to the
data blocks in the data repository. The data repository and the
signature repository may be remote from the destination stor-
age system. The system may further include a control module
executing in one or more processors and configured to moni-
tor the use of the client-side repository during restore opera-
tions, wherein the restore operations include restoring the
data blocks not stored in the client-side repository from the
destination storage system to the client system and restoring
the data blocks stored in the client-side repository from the
client-side repository to the client system. The control mod-
ule may further be configured to determine whether the use of
the client-side repository meets a usage threshold in response
to the monitoring. In addition, the control module may be
configured to, upon determining that the use of the client-side
repository meets a usage threshold, tune a client-side reposi-
tory parameter.

In certain embodiments, a method of modifying a client-
side repository usable during restore operations in a de-du-
plicated storage system is provided. The method may include
populating a client-side repository with a plurality of data
blocks, the data blocks corresponding to at least a portion of
data that is copied from a client system to a destination stor-
age system according to a deduplication scheme. The method
can further include populating the client-side repository with
deduplication signatures corresponding to the data blocks
that are stored in the client-side repository. The method can
also include, during at least one restore operation in which the
data is restored to the client system, determining which of the
plurality of data blocks are stored in the client-side repository
with one or more processors and at least in part based on the
deduplication signatures stored in the client-side repository.
During the at least one restore operation, the method can also
include accessing the client-side repository to restore the data
blocks that are stored in the client-side repository from the
client-side repository to the client system, wherein the data
blocks that are not stored in the client-side repository are
restored from the destination storage system to the client
system. The method can also include generating a perfor-
mance metric relating to the at least one restore operation. The
method may further include modifying a parameter associ-
ated with the client-side repository in response to the perfor-
mance metric not meeting a threshold condition.

In certain embodiments, a storage system is provided. The
storage system can include at least one destination storage
device storing a plurality of data blocks corresponding to data
that has been previously copied from a client system to the
destination storage device according to a deduplication
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scheme. The storage system may further include a control
module executing in one or more processors. The control
module may be configured to monitor the use of a client-side
repository during restore operations. The client-side reposi-
tory may include a data repository storing at least a portion of
the data blocks that were previously copied to the destination
storage system. The client-side repository may further
include a signature repository storing signatures correspond-
ing to the data blocks in the data repository, the data reposi-
tory and the signature repository remote from the destination
storage device. The restore operations can include restoring
the data blocks not stored in the client-side repository from
the destination storage device to the client system and restor-
ing the data blocks stored in the client-side repository from
the client-side repository to the client system. The control
module may further be configured to determine whether the
use of the client-side repository meets a usage threshold in
response to the monitoring, upon determining that the use of
the client-side repository meets a usage threshold, tune a
client-side repository parameter.

In certain embodiments, a method of restoring dedupli-
cated data from a destination storage system to a client system
is provided. The method may include, during a restore opera-
tion in which data is restored to a client system from a desti-
nation storage system, the data previously copied as a plural-
ity of data blocks with corresponding deduplication
signatures to the destination storage system according to a
deduplication scheme, and at least some of the data blocks
previously copied along with corresponding deduplication
signatures to a client-side repository that is remote from the
destination storage system, grouping a plurality of the dedu-
plication signatures stored at the destination storage system
into one or more bundles using one or more processors. The
method can further include sending the bundles to the client-
side repository. The method may also include receiving an
indication from the client-side repository as to which of the
data blocks corresponding to the signatures in the bundles are
stored in the client-side repository. In certain embodiments,
the method includes accessing the destination storage system
to restore data blocks not stored in the client-side repository
from the destination storage system to the client system,
wherein the data blocks that are stored in the client-side
repository are restored from the client-side repository to the
client system.

In certain embodiments, a storage system is provided com-
prising at least one destination storage device storing data that
was previously copied to the destination storage device from
a client system as a plurality of data blocks and according to
adeduplication scheme. The storage system may also include
a control module executing in one or more processors and
configured to, during at least one restore operation in which
the data is restored to the client system. The control module
may further be configured to group a plurality of queries into
one or more query bundles, each query of the one or more
query bundles being associated with a data block to restore to
the client system and comprising a signature associated with
the data block. The control module may be configured to send
at least one of the query bundles to the client-side repository.
The control module can be configured to receive an indication
from the client-side repository as to whether one or more of
the data blocks associated with the at least one query bundle
are stored in the client-side repository. In some embodiments,
the control module is configured to access the destination
storage device to restore data blocks not stored in the client-
side repository from the destination storage device to the
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client system, wherein the data blocks that are stored in the
client-side repository are restored from the client-side reposi-
tory to the client system.

In certain embodiments, a method of restoring dedupli-
cated data from a destination storage system to a client system
is provided. The method can include receiving from a desti-
nation storage system, at a client-side repository remote from
the destination storage system, one or more query bundles,
wherein data from the client system was previously copied to
the destination storage system as a plurality of data blocks
according to a deduplication scheme, each query bundle
inquiring as to the presence of a plurality of the data blocks at
the client-side repository. In certain embodiments, the
method also includes consulting a signature repository of the
client-side repository using one or more processors and in
response to each of the query bundles to determine which of
the plurality of data blocks associated with query bundle are
stored in the client-side repository. The method can further
include indicating to the destination storage system which of
the plurality of data blocks associated with the respective
query bundles are stored in the client-side repository. The
method in certain embodiments includes restoring the one or
more data blocks stored in the client-side repository from the
client-side repository to the client system.

In certain embodiments, a storage system is provided hav-
ing a client-side repository, comprising: a data repository
storing a plurality of data blocks, the data blocks correspond-
ing to at least a portion of data that has been previously copied
from a client system to a destination storage system according
to a deduplication scheme. The client-side repository may
include a signature repository storing signatures correspond-
ing to the data blocks in the data repository, the data reposi-
tory and the signature repository remote from the destination
storage system. The client-side repository may also include a
control module configured to receive one or more query
bundles from the destination storage system, each query
bundle inquiring as to the presence of a plurality of the data
blocks at the client-side repository. The control module may
be configured to consult the signature repository in response
to each of the received query bundles to determine which of
the plurality of data blocks associated with query bundle are
stored in the data repository. The control module may further
be configured to indicate to the destination storage system
which the plurality of data blocks associated with the received
query bundles are stored in the data block repository. The
control module may also be configured to restore the one or
more data blocks stored in the data block repository from the
client-side repository to the client system.

In certain embodiments, a method for restoring data to a
client system from a destination storage system is provided.
The method can include, for each of a plurality of data blocks
previously copied to a destination storage system according
to a deduplication scheme, consulting an archive file identi-
fier corresponding to the data block to determine age infor-
mation associated with the data block. Based on the age
information and using one or more processors, the method
can include determining whether to query a client-side
repository remote from the destination storage system as to
whether the client-side repository is populated with a copy of
the data block. The method can also include querying the
client-side repository from the destination storage system as
to whether the client-side repository is populated with a copy
of'the data block based on the determination. The method may
include restoring data blocks that are not stored in the client-
side repository from the destination storage system to the
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client system, wherein the data blocks that are stored in the
client-side repository are restored from the client-side reposi-
tory to the client system.

In certain embodiments, a storage system is provided com-
prising at least one destination storage device storing data that
was previously copied to the destination storage device from
a client system as a plurality of data blocks and according to
a deduplication scheme. The storage system may further
include a control module executing in one or more proces-
sors. The control module may be configured to consult an
archive file identifier corresponding to the data block to deter-
mine age information associated with the data block. The
control module can also be configured to, based on the age
information and using one or more processors, determine
whether to query a client-side repository remote from the
destination storage system as to whether the client-side
repository is populated with a copy of the data block. The
control module may also be configured to query the client-
side repository from the destination storage system as to
whether the client-side repository is populated with a copy of
the data block based on the determination. In some embodi-
ments, the control module is configured to restore data blocks
that are not stored in the client-side repository from the des-
tination storage system to the client system, wherein the data
blocks that are stored in the client-side repository are restored
from the client-side repository to the client system.

BRIEF DESCRIPTION OF THE DRAWINGS

FIGS. 1 and 2 are block diagrams that illustrate compo-
nents of example storage systems configured to implement
techniques compatible with embodiments described herein.

FIG. 3 is a block diagram illustrative of an expanded view
of'an example client-side repository.

FIGS. 4A-4B are state diagrams illustrative of the interac-
tion between the various components of an example storage
system with respect to example backup and restore opera-
tions, respectively.

FIG. 5 is a flow diagram illustrative of one embodiment of
a routine implemented by a storage system for restoring data
using a client-side repository.

FIG. 6 is a flow diagram illustrative of one embodiment of
aroutine implemented by a storage system for tuning a client-
side repository parameter.

FIG. 7 is a flow diagram illustrative of one embodiment of
a routine implemented by a storage system for restoring data
using a client-side repository.

FIG. 8 is a flow diagram illustrative of one embodiment of
a routine implemented by a storage system for bundling que-
ries for a client-side repository.

DETAILED DESCRIPTION

Client-Side Repository Overview

The present disclosure is directed to a system, method, and
computer-readable non-transitory storage medium for storing
data to and restoring data from a storage system including a
client-side repository (CSR). Specifically, aspects of the dis-
closure will be described with regard to storing deduplicated
datain both a CSR and secondary storage (e.g., during backup
or other copy operations) and restoring data from both the
CSR and secondary storage during restore. Although various
aspects of the disclosure will be described with regard to
examples and embodiments, one skilled in the art will appre-
ciate that the disclosed embodiments and examples should
not be construed as limiting.



US 9,116,850 B2

9

While described primarily with respect to backup opera-
tions for the purposes of'illustration, the techniques described
herein may be equally compatible with other types of storage
operations including copy, replication, snapshot and archive
operations, to name a few. A description of some storage
operations compatible with embodiments described herein is
provided near the end of this disclosure.

In accordance with aspects described herein, data is broken
up into data blocks, or data segments for processing. For
example, the data blocks can be used for the purposes of
removing duplicate data blocks and replacing them with ref-
erences to those blocks during data deduplication. Thus, a
data block refers to a portion of data. The data blocks can vary
in size based on system preferences. While other compatible
data reduction techniques are possible, the embodiments
described herein are described primarily in relation to data
deduplication for clarity. Moreover, certain aspects described
herein are compatible with systems that do not incorporate
data reduction techniques.

In order to identify data blocks, various functions can be
performed on individual data blocks to generate a unique or
substantially unique signature corresponding to the data
block. For example, hash functions and the like can be used,
as described in greater detail in any of the applications incor-
porated by reference herein, such as, for example, the appli-
cation entitled “Content-Aligned Block-Based Deduplica-
tion”” Any number of different hash functions or other
operations can be performed on the data blocks, such as
SHA-512, for example. The hash or other signature can be
used for a variety of purposes. For example, the signature can
be used to determine if two data blocks contain the same data
for the purposes of deduplication. As will be described in
greater detail below, the signature can also be used to effi-
ciently determine whether a data block exists in a client-side
repository.

As described above, storage systems described herein can
backup and restore data to a client using a CSR. The data can
include deduplicated data. The present disclosure describes
certain embodiments that selectively store at least some of the
data that is sent to the backup storage device in the CSR.
Moreover, the data can be kept in the CSR for a predetermined
period of time. For example, a client can communicate with a
media agent associated with the backup storage devices to
backup the data stored in the client at a predetermined time
interval. The system can employ deduplication techniques to
reduce the amount of data stored and the time and network
resources used to backup the data.

The CSR can be employed to reduce the time and network
resources used during restore operations. For instance, during
backup client data, the storage system stores a first copy of the
data in the backup storage device and stores a second copy of
the data in the CSR. The second copy may include a subset or
signature of the first copy, and not all of the data in some
cases. And a hash or other signature corresponding to each
data block can be stored along with the respective data block.

At least some of the data is restored from the CSR rather
than from backup storage in some embodiments. For
example, during restore, the storage system queries the CSR
for the data blocks stored therein. The query can include a
hash or other signature of a data block that is to be restored. If
the data block is located in the CSR, the storage system
restores the data block using the copy in the CSR. To deter-
mine if the data block is stored in the CSR, a signature, or
hash, included in the query may be compared with signatures,
or hashes, located in the CSR. A match indicates that the data
block is stored in the CSR, and the corresponding data block
can be restored to the client from the CSR rather than from
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secondary storage. On the other hand, if the data block is not
located in the CSR, the storage system can restore the data
block from secondary storage.

In addition, the description includes embodiments for
altering, or tuning, the CSR according to system preferences.
For example, as network demand increases between the client
and media agent as a result of restore operations, the storage
system can determine that a threshold is met. In response to
the threshold being met, the storage system can advanta-
geously tune the CSR to accommodate the increased network
demand. For example, the storage system can increase the
storage capacity of CSR to reduce the network traffic between
the client and the media agent. By dynamically tuning the
CSR, the system can achieve further system performance
improvement.

According to other aspects, systems described herein
bundle queries to the CSR. The communication channel
between the CSR and the media agent may be arelatively high
latency channel, and during restore operations, as the media
agents query the CSR for various data blocks, system perfor-
mance can be adversely affected. Thus, the storage system
can bundle the queries to the CSR to efficiently utilize net-
work resources. In an embodiment, instead of sending queries
for groups of data blocks to the CSR serially, the storage
system packages together and transmits multiple queries at
the same time. Additional logic can be used to determine
which and how many queries to bundle. For example, bun-
dling can be implemented based on a predefined number of
queries, network bandwidth, data/file location within the
backup storage device or information store of the client, etc.
Furthermore, the queries can be bundled according to a sig-
nature block value, an archive file identifier (AFID), a hash
signature value, a location within the backup storage device,
an offset, and/or a previous storage location within the infor-
mation store and/or pseudo-randomly. Bundling the queries
can reduce the overhead associated with each query, and free
up network bandwidth for other operations.

The description further includes embodiments for review-
ing age or other appropriate information related to data blocks
before querying the CSR for those data blocks. As mentioned
previously, during the restore operation many queries can be
sent to the CSR. Rather than querying the CSR for all data
blocks associated with a client, the storage system can deter-
mine which data blocks are likely stored in CSR and query the
CSR for only those data blocks, thereby reducing the overall
number of queries. For example, over time the data in CSR
can be pruned (e.g., deleted or overwritten) according to
client preferences. In one embodiment, the data blocks in
CSR are overwritten after a predefined time interval, such as
10 days.

In order to track data block aging, each data block stored in
CSR and the backup storage device can have age information
associated with it. For example, the storage system can assign
an archive file identifier (AFID) indicating an age associated
with the data block. For example, AFIDs are assigned sequen-
tially incrementing values in one configuration. The AFIDs
may be unique to each backup or other storage operation
session, to each data block, or can be assigned according to
some other scheme, depending on the embodiment. The stor-
age system can review the AFID associated with the data
blocks to be restored and determine the relative age of the
block based on various factors, such as the number of AFIDs
assigned over a period of time, last AFID assigned vs. AFID
of data block to be restored, etc. In this manner, the AFID can
be used to determine the likelihood that the data block asso-
ciated with the AFID is stored in the CSR. If'it is likely that the
data block is stored in the CSR, the storage system can query
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the CSR for the data block Otherwise, the storage system can
restore the data using the backup storage device without
querying the CSR.

Tlustrative explanations of several terms used throughout
the disclosure are provided herein. While these meanings
apply to the respective terms as used with respect to certain
embodiments, it will be appreciated that the meanings can
vary depending on the embodiment. Additionally, the mean-
ings of these and other terms used herein will be understood
in view of their usage throughout the entirety of the disclo-
sure.

Example Storage Systems Including Client-Side Reposito-
ries

FIG. 1 illustrates a block diagram of an example network
storage architecture compatible with embodiments described
herein. The system 100 is configured to perform storage
operations on electronic data, including deduplicated data, in
a computer network.

As shown, the storage system 100 includes a storage man-
ager 108 and one or more of the following: a client 102, an
information store 106, a data agent 104, a media agent 112,
and a secondary storage device 116. The storage system 100
can further include one or more client-side repositories (CSR)
118, which will be described in greater detail below with
reference to FIGS. 2 and 3. In addition, the storage system can
also include one or more index caches as part of the media
agent 112 and/or the storage manager 108. The index caches
can indicate, logical associations between components of the
system, user preferences, management tasks, and other useful
data, as described in greater detail in application Ser. No.
10/818,749, now U.S. Pat. No. 7,246,207, issued Jul. 17,
1007, herein incorporated by reference in its entirety.

As illustrated, the client computer 102 can be communica-
tively coupled with the information store 106, the storage
manager 108, and/or the CSR 118. The information store
contains data associated with the client 102. Although not
illustrated in FIG. 1, the client 102 can also be in direct
communication with the media agent 112 and/or the second-
ary storage device 116. For simplicity, and not to be construed
as limiting, the components of storage system 100 are illus-
trated as communicating indirectly via the storage manager
108. However, all components of the storage system 100 can
be in direct communication with each other or communicate
indirectly via the client 102, the storage manager 108, the
media agent 112, or the like.

With further reference to FIG. 1, the client computer 102
(also generally referred to as a client) contains data in the
information store 106 that can be copied to and then restored
from the secondary storage device 116 and/or the CSR 118. In
an illustrative embodiment, the client 102 can correspond to a
wide variety of computing devices including personal com-
puting devices, laptop computing devices, hand-held com-
puting devices, terminal computing devices, mobile devices,
wireless devices, various electronic devices, appliances and
the like. In an illustrative embodiment, the client 102 includes
necessary hardware and software components for establish-
ing communication with the other components of storage
system 100. For example, the client 102 can be equipped with
networking equipment and browser software applications
that facilitate communication with the rest of the components
from storage system 100. Although not illustrated in FIG. 1,
each client 102, can also display a user interface. The user
interface can include various menus and fields for entering
storage and restore options. The user interface can further
present the results of any processing performed by the storage
manager 108 in an easy to understand format.
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A data agent 104 can be a software module that is generally
responsible for archiving, migrating, and recovering data of a
client computer 102 stored in an information store 106 or
other memory location. Each client computer 102 has at least
one data agent 104 and the storage system 100 can support
many client computers 102. The storage system 100 provides
a plurality of data agents 104 each of which is intended to
backup, migrate, and recover data associated with a different
application. For example, different individual data agents 104
may be designed to handle Microsoft Exchange™ data,
Microsoft Windows file system data, and other types of data
known in the art. If a client computer 102 has two or more
types of data, one data agent 104 may be implemented for
each data type to archive, migrate, and restore the client
computer 102 data.

The storage manager 108 is generally a software module or
application that coordinates and controls the system. The
storage manager 108 communicates with all elements of the
storage system 100 including the client computers 102, data
agents 104, the media agents 112, and the secondary storage
devices 116, to initiate and manage system backups, migra-
tions, recoveries, and the like. The storage manager 108 can
be located within the client 102, the CSR 118, the media agent
112, or can be a software module within a separate computing
device. In other words, the media agent 112, the client 102
and/or the CSR 118 can include a storage manager module. In
one embodiment, the storage manager 108 is located in close
proximity to the client 102 and communicates with the client
102 via a LAN. In another embodiment, the storage manager
108 communicates with the client 102 via a WAN. Similarly,
in one embodiment, the storage manager 108 communicates
with the media agent 112 via a LAN, and in another embodi-
ment communicates with the media agent 112 via a WAN.

The storage manager 108 can also deduplicate the data that
is being backed up in storage device 116. For example, the
storage manager 108 can analyze individual data blocks being
backed up, and replace duplicate data blocks with pointers to
other data blocks already stored in the secondary storage
device 116. To identify duplicate data blocks, the storage
manager 108 can perform a hash or other signature function
on each data block. The signatures of the different data blocks
can be compared. Matching signatures of different data
blocks can indicate duplicate data, which can be replaced
with a pointer to previously stored data. Other components of
storage system 100 can perform the deduplication techniques
onthe datablocks, such as the media agent 112, the client 102,
the CSR 118, and/or storage device 116.

A media agent 112 is generally a software module that
conducts data, as directed by the storage manager 108,
between locations in the storage system 100. For example, the
media agent 112 may conduct data between the client com-
puter 102 and one or more secondary storage devices 116,
between two or more secondary storage devices 116, etc.
Although not shown in FIG. 1, one or more of the media
agents 112 can also be communicatively coupled to one
another. In some embodiments, the media agent communi-
cates with the storage manager 108 via a LAN or SAN. In
other embodiments, the media agent 112 communicates with
the storage manager 108 via a WAN. The media agent 112
generally communicates with the secondary storage devices
116 via a local bus. In some embodiments, the secondary
storage device 116 is communicatively coupled to the media
agent(s) 112 via a Storage Area Network (“SAN”).

The secondary storage devices 116 can include a tape
library, a magnetic media secondary storage device, an opti-
cal media secondary storage device, or other secondary stor-
age device. The secondary storage devices 116 can further



US 9,116,850 B2

13

store the data according to a deduplication schema as dis-
cussed above. The storage devices 116 can also include a
signature block corresponding to each stored data block. As
will be described in greater detail below with reference to
FIGS. 2 and 3, the signature block can include various infor-
mation related to the data block and in one embodiment
includes the signature block includes a signature of the data
block, an archive file identifier (AFID), and an offset.

Further embodiments of storage systems such as the one
shown in FIG. 1 are described in application Ser. No. 10/818,
749, now U.S. Pat. No. 7,246,207, issued Jul. 17, 1007, which
is hereby incorporated by reference in its entirety. In various
embodiments, components of the storage system 100 may be
distributed amongst multiple computers, or one or more of the
components may reside and execute on the same computer.

Furthermore, components of the storage system 100 of
FIG. 1 can also communicate with each other via a computer
network. For example, the network may comprise a public
network such as the Internet, virtual private network (VPN),
token ring or TCP/IP based network, wide area network
(WAN), local area network (LAN), an intranet network,
point-to-point link, a wireless network, cellular network,
wireless data transmission system, two-way cable system,
interactive kiosk network, satellite network, broadband net-
work, baseband network, combinations of the same or the
like.

FIG. 2 illustrates a block diagram of an embodiment of a
storage system 200 similar to storage system 100 of FIG. 1.
The storage system 200 includes a client-side repository
(CSR) 204, clients 208A-208c¢, information stores 210a-
210c, the media agents 212a-212b, and the secondary storage
devices 214a-2145b. Clients 208A-208¢, information stores
210a-210c¢, the media agents 212a-212b, and the secondary
storage devices 214a-214b can be similar to the similarly
named components of FIG. 1.

As described above with respect to FIG. 1, the various
components can communicate directly or indirectly with each
other. For simplicity, and not to be construed as limiting, line
220 illustrates communication occurring between any of cli-
ents 208a-208¢ and the CSR 204, line 230 illustrates com-
munication occurring between any of the clients 208A-208¢
and any of the media agents 212a-2125 and/or the secondary
storage device 214a-214b, and line 240 illustrates communi-
cation occurring between the CSR 204 and any of the media
agents 2124-212b and/or the secondary storage devices 214a-
214b. Although a storage manager is not illustrated in FIG. 2,
communication can also be facilitated via a storage manager.

The storage system 200 also includes a client-side reposi-
tory (CSR) 204, which can be made up of one or more storage
devices. The CSR 204 can also include a computing device
having one or more processors. As illustrated, the CSR 204
can be in communication with any of clients 208A-208¢
(“client 208”), information stores 210a-210¢ (“information
store 2107), the media agents 212a¢-2125 (“media agent
“212”) and/or the secondary storage devices 214a-214b
(“secondary storage device 214”). The CSR 204 can commu-
nicate with these devices over any number of different net-
work topologies including, but not limited to, the Internet,
VPN, token ring or TCP/IP based network, WAN, LAN, an
intranet, point-to-point link, wireless, cellular, wireless data
transmission system, two-way cable system, interactive
kiosk, satellite, broadband, baseband, combinations of the
same, or the like.

In certain embodiments, the CSR 204 is part of a client 208.
For example, the client 208 can include additional local stor-
age configured as the CSR 204. In an embodiment, each client
208 has a dedicated CSR 204. For example, each client 208
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can communicate with a separate CSR 204 via a LAN. In
another embodiment, more than one client 208 shares a CSR
204. In other embodiments, the CSR 204 is in close proximity
to the client 208 and communicates with the client 208 using
a different network topology than the topology used for com-
munication between the clients 208 and the media agents 212.
For example, in an embodiment, the clients 208 communicate
with the CSR 204 over a LAN and communicate with the
media agents 212 over a WAN. In certain embodiments, com-
munication between the clients 208 and the CSR 204 takes
place at a higher data rate than communication between the
clients 208 and the media agents 206. By storing data blocks
in the CSR 204 the amount of traffic between the clients 208
and the media agents 214 (or storage manager) can be reduced
in favor of traffic between the client 208 and the CSR 204. As
such, the data blocks stored in the CSR 204 can more quickly
or efficiently be restored to the client 208 during restore
operations, and traffic over a WAN can be reduced. Further-
more, although not illustrated, the CSR 204 can communicate
with the media agents 212 and/or the clients 208 via a storage
manager.

In general, the CSR 204 is used by the storage system 200
to store data signature blocks and data blocks, which will be
described in greater detail below with reference to FIG. 3, and
can restore data blocks to the client 208 in the event of a
restore operation. In some embodiments, the data blocks are
deduplicated data blocks, and the signature blocks includes
signatures of the deduplicated data blocks. In some embodi-
ments, the signatures are hash signatures. As mentioned
above, restore times and network resources used can by
reduced by locating the CSR 204 in close proximity to the
client 208 and communicating via a LAN. Data not restored
using the CSR 204 can be restored using the media agent 212
and the secondary storage device 214.

Data can be stored in the CSR 204 at any number of
different intervals, such as upon request by a user, during each
backup or other storage operation, at set intervals (e.g. daily,
weekly, etc.), and the like. In an embodiment, the CSR 204 is
populated during each backup or other secondary storage
operation associated with a client 208.

Furthermore, the storage system can determine which data
blocks to copy to the CSR 204 in a number of ways including,
but not limited to, a storage policy such as a policy defining
relative priorities associated with the clients, most recently
used data blocks, file type, data/file location in the informa-
tion store 210, backup data/file location in the secondary
storage device 214, and the like. The CSR 204 can also store
the signature blocks corresponding to each data block. In an
embodiment, the CSR 204 is populated during each backup of
the client 208 with the most recently used or changed data
blocks. In such an embodiment, during backup, the most
recently used or changed data blocks from the client 208 as
well as corresponding signature blocks are stored in the CSR
204. Any number of different components can determine
which data blocks are the most recently used or changed,
including the clients 208, the media agents 206, a storage
manager, the CSR 204, or the like. In some embodiments, all
the data, including the data blocks copied to the CSR 204, is
also backed-up in the secondary storage device 214. Further-
more, any one of the various components of the storage sys-
tem 200 can generate the signature for each data block, such
as the client 208, the CSR 204, the media agent 212, and/or a
storage manager.

In one embodiment, upon restoring the data of the client
208, the most recently used data blocks are retrieved from the
CSR 204 and the rest of the data blocks are retrieved from the
secondary storage device 214. The restore request and deter-
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mining the location from which to restore the data can be
accomplished using any number of methods implemented by
any one, or a multiple of, the components of storage system
200. In an embodiment a storage manager requests a restore
for a particular client 208 and selects the appropriate media
agent to conduct the restore. The selected media agent 212
determines which data blocks are to be restored from the CSR
204 and which data blocks are to be restored from the sec-
ondary storage device 214.

In such an embodiment, to determine which data blocks are
stored inthe CSR 204, the media agent 214 can query the CSR
204. A query can include a request for a specific data block, or
an acknowledgement that the specific data block is stored in
the CSR 204, based on a signature of that data block. In
response to the query, the CSR 204 can check a signature
block repository to determine if the data block requested is in
the CSR 204. In checking the signature block repository, the
CSR 204 can compare the signature received in the query
with signatures stored in the signature block repository. A
match indicates the data block is stored in the CSR 204. If the
data block is stored in the CSR 204, the CSR 204 supplies the
data block to the client 208. If the data block is not stored in
the CSR 204, the media agents 212 can use the secondary
storage device 214 to restore the data block to the client 208.
The media agents 212 can also include an index of which data
blocks are stored in the CSR 204. In this manner, the media
agent 212 can use the index to determine which data blocks to
restore using the CSR 204 and which data blocks to restore
using the secondary storage device 214.

In an embodiment, the media agent 212 can use informa-
tion regarding data blocks, such as an archive file identifier
(AFID), which will be described in greater detail below, to
determine if it is likely that a data block is in the CSR 204.
Based on the determination, the media agent 212 can deter-
mine whether to query the CSR 204 or instead to restore the
data block using the secondary storage device 214 and with-
out querying the CSR 204.

In another embodiment, the media agent 212 reduces net-
work traffic by bundling the queries to the CSR 204, e.g., by
transmitting multiple queries at the same time, rather than one
at a time.

Although the above-embodiment is described in terms of
the media agent 212 implementing the restore request, deter-
mining which data blocks to restore from the CSR 204, and
determining which data blocks to restore from the secondary
storage device 214, any of the other components of storage
system 200 can implement this process, including, but not
limited to, the client 208, the CSR 204, and the secondary
storage device 214. For example, the client 208 can request a
restore and then determine which data blocks should be
restored from the CSR 204 and which data blocks should be
restored from the secondary storage device 214. Alterna-
tively, in one embodiment the client 208 A requests a restore
on behalf of the client 208B, and similarly determines from
what location the data blocks should be restored. In another
embodiment, a client 208 can request a restore and the media
agent 212 can determine the location of the data blocks for the
restore and manage the restore. Various components can be
used to implement the restore request and determining the
location of the data blocks to be restored and managing the
restore without departing from the spirit and scope of the
description.

Furthermore, the above example describes the CSR 204
being populated with the most recently used or changed data
blocks. However, many variations exist for determining
which data blocks to store in the CSR 204, and thus which
data blocks to restore. For example, in an embodiment, the

10

15

20

25

30

35

40

45

50

55

60

65

16

CSR 204 can be populated based on user-determined criteria,
such as specific files and/or folders, or file types. Further-
more, the data blocks stored in the CSR 204 can be based on
the original location of the data blocks within the information
store 210 or the location of the backed-up copy of the data
blocks in the secondary storage device 214, and the like. In
addition, client preference can be used to determine which
data blocks to store in the CSR 204. For example, in an
embodiment, the clients can be given relative priorities with
respect to one another. Thus, where client 208A has a higher
priority than client 208B, the data blocks from client 208 A
can be given higher storage priority than the data blocks from
client 208B. Accordingly, the system may store data blocks
from the client 208A in the CSR 204 for longer periods of
time or overwrite data blocks in the CSR 204 that came from
the client 208B with data blocks from the client 208A.

In another embodiment, upon receiving a restore request
from a client 208, the CSR 204 restores all the data blocks
stored therein that are related to the client 208. In such an
embodiment, following the restore of the data blocks from the
CSR 204, the client 208 (or CSR 204) can supply the media
agent 212 with an index of the data blocks restored by the
CSR 204. The media agent 212 can restore the remaining data
blocks using the secondary storage device 214. In yet another
embodiment, upon receiving a restore request from a client
208, the CSR 204 supplies the media agent 212 with an index
of'the datablocks stored in the CSR 204. The media agent 212
determines which data blocks are to be restored from the CSR
204 and which data blocks are to be restored from the sec-
ondary storage device 214. In certain embodiments, a storage
manager, the client 208, and/or a different client are to make
the determination instead of the media agent 214.

Over time, the data blocks stored in the CSR 204 may be
pruned or overwritten based on any of the criteria mentioned
above. Thus, overwriting data blocks can be based on time,
client preferences, or other criteria as described above. In an
embodiment, the data blocks are overwritten based on time.
For example, data blocks are stored in the CSR 204 for 10
days and then deleted, or overwritten. In other embodiments,
the data blocks are overwritten at different time intervals,
such as daily, weekly, monthly, or some other pre-defined
time interval. In another embodiment, as data blocks change
within an information store 210, they are overwritten in the
CSR 204. Thus, the CSR 204 can have the most up-to-date
version of the data blocks in the information store 210.
Example Client-Side Repository

FIG. 3 is a block diagram illustrative of an expanded view
of'a client-side repository associated with the storage system
of FIGS. 1 and 2. As illustrated, the client-side repository 204
can be made up of at least two repositories: a signature block
repository 302 and a data repository 304, which will now be
explained in greater detail.

The signature block repository 302 includes a signature
block 306 for each data block in the data repository 304.
Although a variety of implementations are possible, the sig-
nature block 306 of one embodiment includes a signature
308, an archive file identifier (AFID) 310, and an offset 312.

When archiving or otherwise copying data blocks, a sig-
nature 308 can be derived for a specific data block by per-
forming a hash or other function on the data block. The
signature 308 is used to uniquely or substantially uniquely
identify the data block and/or determine the likelihood that
the data block is a duplicate of an already stored data block
with the same signature 308. In one embodiment, the signa-
ture 308 is a deduplication signature derived using a dedupli-
cation function, such as a hash function.
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In an embodiment, the SHA-512 algorithm is used on a 64
kB or 128 kB data block to derive the signature 308. The
resulting signature 308 is a 256 bytes, and can be used for
deduplication purposes. As illustrated in FIG. 3, in an
embodiment, the signature 308 is part of a signature block
306 stored in the CSR 204. Hash functions other than SHA-
512 can be used on the data blocks to derive signature 308, as
well as other non-hash functions. In addition, different sized
signatures 308 may be used without departing from the spirit
and scope of the description. Additionally, the signatures 308
for each of the backed up data blocks are also stored at the
secondary storage device in certain embodiments. In other
cases, the signatures 308 are generated on-the-fly on a per use
basis instead of being stored at the CSR 204 and/or the sec-
ondary storage device.

The AFID 310 according to certain embodiments provides
aging information associated with the data blocks. For
example, the AFID 310 in one embodiment includes a num-
ber indicative of when the data block was last backed up (or
replicated). For instance, the AFID may be a unique identifier
associated with a particular backup, backup catalog, or other
storage operation associated with the data block. The AFID
310 in some embodiments is generated during a backup
operation, e.g., when the data block is backed up. During a
restore, the AFID 310 can be used as a handle to get and
restore the data block. As shown, the AFIDs 310 can reside in
the signature block repository 302 of the CSR 204 and each
AFID 310 can be embedded with or otherwise be associated
with the hash signature 308 and/or offset 312 of the corre-
sponding data block. Additionally, the AFID 310 in some
embodiments is embedded in or is otherwise associated with
the respective data blocks, e.g., in the data repository of the
CSR 310. In some alternative embodiments, the AFIDs 310
are stored separately from the data blocks in the CSR 204, or
are stored at the secondary storage device instead of or in
addition to being stored in the CSR 204.

The offset 312 can be used to identify the actual location of
the data block in storage. The offset 312 can be made up of
one or more bytes of data, and can be used by the CSR 204 or
other system component to locate a data block during a
restore operation. The offset 312, can be populated during
backup operations (or replication or other copy operations)
once the location where the data block is to be stored is
known. As shown, the offsets 312 can reside in the signature
block repository 302 of the CSR 204 and each offset 312 can
be embedded with or otherwise be associated with the hash
signature 308 and/or AFID 310 of the corresponding data
block. Additionally, the AFID 310 in some embodiments is
embedded in or is otherwise associated with the respective
data blocks, e.g., in the data repository of the CSR 310.

The signature block 306 can have fewer or more parts than
what is illustrated in FIG. 3. For example, in an embodiment,
the signature block 306 can include only a signature 308. In
another embodiment, the signature block 306 can include
additional information instead of or in addition to the signa-
ture 308, AFID 310 and offset 312. For example, the signature
block 306 can include information regarding the source of the
data block.

The data repository 304 contains one or more of the data
blocks from the information store 210 of the client 208. The
data blocks can be stored in any type of format. In one
embodiment, the data blocks are deduplicated data blocks and
are stored according to a deduplication scheme. Furthermore,
the data blocks for multiple clients 208 can be stored in the
data repository 304 of the CSR. The data repository 304 can
also include an index of the source the client 208 for the
different data blocks. Although illustrated as two separate
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repositories, the data repository 304 and the signature block
repository 302 can be a single, co-mingled repository. For
example, in an embodiment, a signature block precedes each
data block. In another embodiment, the signature blocks are
all contained in a group separate from the data blocks. In such
an embodiment, each signature block can include a pointer to
the corresponding data block, or the offset 312 can indicate
the location of the corresponding data block.

With reference now to FIGS. 4A-4B, the interaction
between the various components of a storage system is illus-
trated with respect to example backup and restore operations,
respectively. For example, the storage system may be similar
to or the same as either of the storage systems 100, 200 of
FIGS. 1 and 2 respectively. For purposes of the example,
however, the illustrated example has been simplified to
include interaction between one client system 402B and one
media agent 408B and associated storage device 410B. In
other cases, any of the media agents 408 A, 408B and second-
ary storage devices 410A, 410B, alone or in combination, can
be used for backing-up and restoring data blocks from any
combination of the client systems 402A-C. Client system
402A-C are similar to the clients discussed with reference to
FIGS. 1, and 2. Furthermore, although not shown in FIG. 4,
information stores (e.g., primary storage) can associated with
each client system.

FIG. 4A is a state a diagram illustrative of the interaction
between the various components of the storage system 400
during a backup operation. In an embodiment, a client system
402B initiates a backup of data blocks stored within an infor-
mation store (not shown) that is associated with the client
system 402B.

In initiating the backup, the client system 402B transmits
the data blocks to be backed-up to both the CSR 404 and the
storage manager 406. In another embodiment, the client sys-
tem 402B transmits the data blocks to be backed up to the
storage manager 406. In turn, the storage manager 406 trans-
mits the data blocks to the CSR 404. In one embodiment, the
datablocks are transmitted to the storage manager 406 and the
CSR 404 simultaneously, or at approximately the same time.
In another scenario, the data blocks are transmitted first to
either the CSR 404 or the storage manager 404 and then to the
other component.

The backup (or other storage operation) can be initiated in
many different ways, such as at predetermined time intervals,
upon client request, upon storage manager request, or upon a
CSR request. For example, the backup of the client system
402B can occur daily, weekly, monthly or at some other
predetermined time interval. Alternatively, the backup can
occur based on the client or system administrator selecting
the backup from a user interface. In another embodiment one
client can initiate the backup for a different client.

The system 400 can determine which data blocks to backup
in the CSR 404 in any number of different ways. In some
embodiments, all of the data from the client system 402B is
copied to the CSR 404, e.g., as it is copied to the secondary
storage device 410B. In such embodiments, however, the
CSR 404 generally may not be able to retain the entire data
image to be backed up. As such, the system 400 implements
a data retention policy for the CSR 404. Although a wide
variety of retention policies can be used, in one case the
system 400 implements a first-in first-out (FIFO) policy in
which the least recently written data is pushed out of the CSR
404 in favor of newly written data.

In other embodiments, only some of the data is stored in the
CSR 404. Which data blocks to store can be determined based
one or more factors, such as most recently used data blocks,
location of the backed-up data blocks in the secondary storage
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device 410B, the communication path between the secondary
storage device 410B and the client system 402B, file type of
the data blocks, location of data blocks in the information
store of the client system 402B or folder location, client
preferences, client priorities, and the like.

Additionally, the data can be written to the CSR 404
according to a deduplication policy in which references are
written to the CSR 404 in place of data blocks and or signature
blocks previously written to the CSR 404.

With continued reference to FIG. 4A, the CSR 404 stores
the data blocks and a signature block associated with each
datablock. The signature block can be determined by the CSR
404, the storage manager 406, the media agent 408B, and/or
the client system 402B. In an embodiment where the client
system 402B calculates the signature block, the client system
402B can transmit the signature block along with the data
block to the CSR 404 and/or the storage manager 406. As
discussed previously with reference to FIG. 3, the data blocks
and signature blocks can be stored in many different ways and
formats without departing from the spirit and scope of the
description.

Upon receiving the data blocks for backup, the storage
manager 406 proceeds to store the data blocks as described
above with reference to FIG. 1 using the media agent 408B
and the secondary storage device 410B. As described, the data
blocks can be stored using deduplication schemes. In addi-
tion, the secondary storage device 410B can also store signa-
ture blocks corresponding to each data block. The signature
blocks can include a signature, an AFID and an offset, similar
to the signature blocks described above with reference to FIG.
3.

FIG. 4B is a state a diagram illustrative of the interaction
between the various components of the storage system of
FIGS. 1 and 2 during a restore operation. In an embodiment,
the client system 402B initiates a restore by requesting a
restore of its data from the storage manager 406. The restore
request can be initiated by any one of several components of
the storage system 400. For example, the restore request can
be initiated by a client 402A or 402C on behalf of the client
system 402B. Alternatively, the storage manager 405 or the
CSR 404 can initiate the restore without a request from the
client system 402B. Such a restore may initiate upon the
occurrence of some predetermined criteria, such as a power
outage, information store error, some other condition that
causes a client system to go off-line, addition of a new client,
or the like. In one embodiment, the data from the client
system 402B can be restored to another client 402A, 402C or
a new client.

In response to the restore request, the storage manager 406
queries the CSR 404 for data blocks associated with the client
system 402B, although the query can come directly from the
media agent 408B in other configurations. The query contains
a signature of a specific data block to be restored. In some
embodiments, the storage manager 406 maintains an index of
the data blocks stored in the CSR 404 based on the responses
to the queries, and uses the index to determine which data
blocks to restore using the CSR 404 and which data blocks to
restore using the secondary storage device 410B. The index
can include signature blocks of the data blocks stored in the
CSR 404.

In other embodiments, as will be described below with
respectto FIG. 8, the storage manager 406 bundles the queries
to the CSR 404, rather than transmitting each query sepa-
rately. In other embodiments, the storage manager 406 que-
ries the CSR 404 for all the data blocks associated with the
client system 402B at once.
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In response to the queries from the storage manager 406,
the CSR 404 determines which of the data blocks requested
are stored therein and notifies the storage manager 406. To
determine which of the data blocks are stored in the CSR 404,
the CSR 404 can compare the signatures received in the
queries with the signatures in a signature block repository.
Matching signatures indicate the data block is stored in the
CSR 404. The CSR 404 can notify the storage manager 406
which data blocks are found, and begin transmitting the data
blocks stored therein to the client system 402B. In one
embodiment, the CSR 404 responds to the queries with an
index of all the queried data blocks stored therein that are
associated with the client system 402B, allowing the storage
manager 406 to determine which data blocks to restore using
the media agent 408B and the secondary storage device 410B.
In an embodiment, the index includes a signature of each data
block found in the CSR 404.

It will be appreciated that the hand-shaking and flow of
data between the components can take a variety of forms. For
example, the CSR 404 may await instructions from the stor-
age manager 406 before transmitting any data blocks to the
client system 402B. The CSR 404 in one scenario transmits
the data blocks stored therein to the storage manager 406
instead of directly to the client system 402B, and the storage
manager 406 in turn transmits the data blocks to the client
system 402B. In another embodiment, the storage manager
406 generates and maintains an index of the data blocks
stored in the CSR 404 as the data is written to and/or cycled
out of the CSR 404. In such an embodiment, the storage
manager 406 uses the index to determine which data blocks to
query and/or restore using the CSR 404 and which data blocks
to restore using the secondary storage device 410B.

Upon receiving the response from the CSR 404 regarding
the data blocks stored therein, the storage manager 406
restores the remaining data blocks using the media agent
408B and the secondary storage device 410B. The remaining
data blocks are retrieved from the secondary storage device
410B and restored to the client system 402B. Although not
illustrated, the secondary storage device 410B can commu-
nicate directly with the client system 402B to restore the data
blocks rather than transmitting the data via the media agent
408B and/or the storage manager 406. Furthermore, as
described previously with reference to FIG. 4A, any of the
media agents 408 A, 408B and the secondary storage devices
410A, 410B can be used to backup and restore data blocks.

One skilled in the art will appreciate that all of the compo-
nents of storage system 400 are not necessary to store and
restore data blocks, and that the processes described herein
can be implemented in any number of ways without departing
from the spirit and scope of the description. For example, in
an embodiment, there is no storage manager 406. In such an
embodiment, the client system 402B can query the CSR 404
for the data blocks contained therein and retrieve the remain-
ing data blocks using the media agents 408 A, 408B and the
secondary storage devices 410A, 410B. In an alternative
embodiment, the media agent 408B receives the restore
request from the client system 402B, performs the query of
the CSR 404, and retrieves the data blocks not found in the
CSR 404 from the secondary storage device 410B. In yet
another embodiment, the CSR 404 receives the restore
request from the client system 402B, restores the data blocks
stored therein to the client system 402B, and transmits an
index of the data blocks restored to the media agent 408B. In
turn, the media agent 408B uses the index to retrieve and
restore the remaining data blocks from the secondary storage
device 410B and restore the data blocks to the client system
402B. In yet another embodiment, the media agent 408B
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contains an index of the data blocks stored within the CSR
404. The CSR 404 and the media agent 408B receive the
restore request. The CSR 404 restores the data blocks stored
therein to the client system 402B. Using the index, the media
agent 408B retrieves and restores the data blocks not stored in
the CSR 404 from the secondary storage device 410B to the
client system 402B. One skill in the art will understand that
the data can be stored in any storage device 410A, 410B and
can be retrieved using any media agent 408 A, 408B without
departing from the spirit and scope of the description.

FIGS. 5-8 are flow diagrams illustrative of various pro-
cesses or routines that the storage system 400 can carry out.
FIG. 5 is a flow diagram of a routine implemented by the
storage system for processing a restore request and restoring
data blocks to a client using a client-side repository. FIG. 6 is
a flow diagram of a routine implemented by the storage sys-
tem for tuning the client-side repository. FIG. 7 is a flow
diagram of a routine implemented by the storage system for
restoring data blocks to a client using a client-side repository
and AFID. FIG. 8 is a flow diagram of a routine implemented
by the storage system for bundling queries for a client-side
repository.

FIG. 5 is a flow diagram illustrative of one embodiment of
aroutine 500 implemented by a storage system for processing
a restore request and restoring data to a client using a client-
side repository. For example, routine 500 can apply to
embodiments described in reference to FIGS. 1, 2, 3, 4A, and
4B. One skilled in the relevant art will appreciate that the
elements outlined for routine 500 may be implemented by
one or many computing devices/components that are associ-
ated with the storage system 400. For example, routine 500
can be implemented by any one, or a combination, of the
client 402 (i.e. any one of the clients 402A-402C), the CSR
404, the storage manager 406, the media agent 408 (i.e. any
one of the media agents 408A-408B) and/or the secondary
storage device 410 (i.e. any one of the secondary storage
devices 410A-410B). Accordingly, routine 500 has been logi-
cally associated as being generally performed by the storage
system 400, and thus the following illustrative embodiments
should not be construed as limiting.

Atblock 502, the storage system receives a restore request.
The request can be received from or by a client 408, a new
client, one client on behalf of another, a storage manager, 406,
the media agent 408, or the like. The request can occur auto-
matically upon a reboot, information store error, lost data,
predetermined time interval, user selection, or the like.

At block 504, the storage system sends multiple queries to
the CSR 404 for data blocks stored therein. In one embodi-
ment, each query comprises a signature block of a data block
being searched for. As discussed previously, the CSR 404
contains data blocks previously stored during a backup or
other function, as well as signature blocks corresponding to
each data block. In an embodiment, the data blocks are dedu-
plicated blocks and the signature blocks are deduplication
signature blocks. Upon receiving each query, the CSR 404
checks the data blocks stored therein using the received sig-
nature block and a signature block repository, as described
above with reference to FIGS. 3 and 4.

At block 506, the storage system determines if a signature
block indicates the data block is stored in the CSR 404. In an
embodiment, the storage system compares the received sig-
nature block with the signature blocks found in the signature
block repository. In one embodiment, the signature block
indicates the data block is stored in the CSR 404 if a signature
block in the signature block repository matches the signature
block of the query. If the signature block indicates the data
block is stored in the CSR 404, the data block is restored to the
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client using the CSR 404, as illustrated in FIG. 508. Upon
restoring the data block using the CSR 404, the storage sys-
tem 400, continues to query the CSR 404 for additional data
blocks contained therein until all queries have been com-
pleted.

On the other hand, if the signature block does not indicate
that the data block is stored in the CSR 506, the storage
system restores the data block using the secondary storage
device 410. Upon restoring the data block using the second-
ary storage device 410, the storage system 400 continues to
query the CSR 404 for additional data blocks contained
therein, until all queries have been completed.

One skilled in the art will appreciate that routine 500 can
include fewer, more, or different blocks than those illustrated
in FIG. 5. For example, rather than restoring each data block
at each iteration, storage system 400 can restore all data
blocks once all queries are finished. Furthermore, while some
data blocks are being restored, additional queries can con-
tinue. Thus, some blocks may be performed concurrently
with others.

FIG. 6 is a flow diagram illustrative of one embodiment of
a routine 600 implemented by the storage system for tuning
the client-side repository. For example, routine 600 can apply
to embodiments described in reference to FIGS. 1, 2, 3, 4A,
and 4B. One skilled in the relevant art will appreciate that the
elements outlined for routine 600 may be implemented by
one or many computing devices/components that are associ-
ated with the storage system 400. For example, routine 600
can be implemented by any one, or a combination, of the
client 402, the CSR 404, the storage manager 406, the media
agent 408 and/or the secondary storage device 410. Accord-
ingly, routine 600 has been logically associated as being
generally performed by the storage system 400, and thus the
following illustrative embodiments should not be construed
as limiting.

Atblock 602, the storage system 400 monitors the usage of
the CSR 404. The monitoring can occur during backup,
restore or other operations, and can be done by any number of
components of the storage system including, but not limited
to the client 402, the storage manager 406, the media agent
408, or even the CSR 404 itself. In monitoring the usage of the
CSR 404, the storage system 400 can generate a metric. Thus,
to monitor the usage of the CSR 404, the storage system can
analyze the generated metric. The metric can relate to a total
amount of data transmitted between the client-side repository
and the client system, an amount of data transmitted between
the client-side repository and the client system within a pre-
defined time interval, a number of restore operations, a data
transmit rate, an amount of network bandwidth used during
restore operations, an amount of time used during restore
operations, a destination of the data blocks during the restore
operation, and the like.

At decision block 604, the storage system 400 determines
if a threshold condition is triggered. In one embodiment, the
storage system 400 determines if the metric exceeds a pre-
defined threshold. In one embodiment, the threshold condi-
tion is threshold amount or size of data transmitted, e.g.,
within a particular time interval. In another embodiment, the
threshold condition is a threshold number of restore requests,
which may also be within a particular time interval. The
threshold condition may also be a maximum or minimum
amount of time taken to transmit data, a percentage of net-
work bandwidth used during restore requests, competing
needs for the network, and the like. In general, any combina-
tion of the above threshold conditions or other appropriate
threshold conditions can be used. For example, in one case,
the threshold condition is a predefined amount of data
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restored from the secondary storage device 410 to the client
402. If storage system 400 determines that the threshold
condition is not triggered, the storage system 400 continues to
monitor the usage of the CSR 404, as illustrated in block 602.
In this manner, if a relatively high percentage of data is being
restored from secondary storage rather than from the CSR,
the system 400 can react in an appropriate fashion.

Alternatively, if the storage system 400 determines that the
threshold condition is triggered, the storage system 400 tunes
at least one CSR 404 parameter. The parameter can include,
without limitation, the storage capacity or size of the CSR, the
function used to generate the signatures, a hash function, a
data transfer rate, and client storage priority. The storage
system 400 can tune the CSR 404 parameter in one of many
different ways, such as increasing the storage capacity of the
CSR 404, changing the function used to generate signatures,
changing the hash function used to determine the signature
hashes, changing storage parameters, changing which clients
use the CSR 404, altering the priority given to data from one
client relative to another client, and the like. In further con-
figurations, data may be pruned (e.g., deleted or overwritten)
from the CSR 404 in response to the threshold condition
being triggered.

These changes can be carried out automatically, based
upon the threshold being triggered, or upon a client request.
For example, in one embodiment, the threshold condition is a
predefined amount of data being restored using the secondary
storage device 410. Once storage system 400 detects the
threshold condition is met, it tunes the CSR 404 to better
accommodate the storage needs of the client 402. In one
embodiment, storage system 400 tunes the CSR 404 by
increasing its storage capacity. Increasing the storage capac-
ity of the CSR 404 can reduce the number of requests made to
the secondary storage device 410 to restore data, thereby
decreasing the restore time of the client 402 and increasing
available network bandwidth. Storage capacity of the CRS
404 can be increased by allocating additional media to the
CSR 404 or by pruning the CSR 404, e.g., by deleting data
that is used relatively infrequently.

FIG. 7 is a flow diagram illustrative of one embodiment of
aroutine 700 implemented by the storage system for restoring
a client using AFIDs associated with the data blocks stored in
the CSR 404. For example, routine 700 can apply to embodi-
ments described inreference to FIGS. 1,2, 3, 4A, and 4B. One
skilled in the relevant art will appreciate that the elements
outlined for routine 700 may be implemented by one or many
computing devices/components that are associated with the
storage system 400. The process 700 can be implemented by
any one, or a combination, of the client 402, the CSR 404, the
storage manager 406, the media agent 408 and/or the second-
ary storage device 410. Accordingly, routine 700 has been
logically associated as being generally performed by the stor-
age system 400, and thus the following illustrative embodi-
ments should not be construed as limiting.

Similar to block 502 of FIG. 5, at block 702, the storage
system receives a request to restore data to a client system. In
an embodiment, the data is made up of a plurality of dedupli-
cated data blocks. Upon receiving the request, the storage
system 400 in one embodiment retrieves a signature block of
at least one of the deduplicated data blocks to be restored, and
extracts a storage indicator from the signature block. The
signature block may be organized in a manner similar to the
signature block shown in FIG. 3, for instance, or in some other
manner. In one embodiment, the storage system retrieves just
the storage indicator, and not an entire signature block. The
storage indicator provides aging information or information
related to some other parameter associated with the data
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block. In one embodiment, the storage indicator is an AFID.
Whether or not the storage indicator is associated with the
signature block, the storage indicator can be retrieved in a
variety of manners. For instance, storage indicator for each
data block may be received along with the restore request, or
the media agent may retrieve the storage indicator by consult-
ing a separate table or index, e.g., by using a signature asso-
ciated with the data block. In various embodiments, the stor-
age indicator may be transmitted from the client-side
repository, e.g., over the WAN, may be retrieved from local
storage by the media agent or other component, or may be
transmitted to the media agent over aLAN, e.g., from another
media agent, from the storage manager, or from secondary
storage. In one embodiment, the media agent requests the
storage indicator from the CSR, e.g., by sending a signature to
the CSR corresponding to the data block, and the CSR returns
the appropriate storage indicator.

At decision block 706, the storage system determines
whether or not to query the CSR 404 for the particular data
block(s) in the file that is being restored. For instance, the
storage system may review the storage indicator to determine
whether it is likely that the data block is in the CSR 404. The
media agent or other component of the storage system can
make this determination in several different ways. For
example, in one embodiment, based on the AFID or other
storage indicator, the media agent determines the age of the
data block. The age may be an indication of when the data
block was last involved in a copy operation, for example. For
instance, the AFID may correspond to a unique identifier for
aparticular copy (e.g., backup) session. The media agent may
have access to a list indicating when each copy session took
place, and can correlate the AFID associated with the
requested data block to the list. A variety of other mechanisms
are possible to provide aging information. In one embodi-
ment, the AFID provides a direct numerical indication of the
age of the data block. For instance, in one embodiment the
AFID may increment as each block (or group of blocks) is
created.

In an embodiment, where the CSR deletes data blocks after
a set time interval, the storage system can use the determined
age of the storage indicator to determine if it is likely that the
data block is stored in the CSR 404. As one example, if data
blocks are deleted after 10 days, and the AFID indicates that
the data block was last backed up more than 10 days ago, the
media agent may determine that the data block has likely been
pruned from the CSR 404 and is therefore not likely currently
stored in the CSR 404. On the other hand, if the AFID indi-
cates that the data block was last backed up less than 10 days
ago, the media agent may determine that the data block is
likely to be found in the CSR 404.

While described primarily with respect to the AFID for the
purposes of illustration, the type of information provided by
the storage indicator may vary. For example, in another
embodiment, storage indicator provides an indication as to
the source of the data block, such as an indication as to which
client or clients the data block was backed up from. The
storage system can use the information regarding the
source(s) of the data block to determine if the data block is
likely stored in the CSR 404. For instance, more than one
client may share the CSR, but have different priorities with
respect to the CSR. Where the storage indicator indicates that
the data block came from a client having a relatively high
priority with respect to the CSR, the media agent may deter-
mine that the data block is likely stored in the CSR. In addi-
tion to a client priority policy, other CSR policies can be used
such as update frequency, the CSR pruning algorithm (e.g.,
first-in-first-out), and the like. Generally, any combination of
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any of the above parameters can be used instead of or in
addition to the AFID or other aging information to determine
the likelihood that the particular data block is stored in the
CSR.

Ifit is determined that the data block is not likely stored in
the CSR 404, then storage system 400 restores the data block
using the secondary storage device 410, as described in
greater detail above with reference to block 510 of FIG. 5. On
the other hand, if the storage system 400 determines that it is
likely that the data block is in the CSR 404, the storage system
400 can query the CSR 404 for the data block, as illustrated in
block 710, and as described in greater detail above with
reference to block 504 of FIG. 5.

Following the query, the storage system 400 determines if
the signature block indicates that the data block is in the CSR
404, as described in greater detail above with reference to
decision block 506 of FIG. 5. If the storage system 400
determines that the data block is not within the CSR 404, the
storage system restores the data block using the secondary
storage device 410, as illustrated in block 708 and described
in greater detail above with reference to block 510 of FIG. 5.
On the other hand, if the storage system 400 determines that
the data block is stored within the CSR 404, the storage
system restores the data block using the CSR 404, as illus-
trated in block 714 and described in greater detail above with
reference to block 508 of FIG. 5. In a similar manner, storage
system 400 can restore multiple data blocks associated with a
particular client. In alternative embodiments, the media
agents or other system components are provided with an up to
date or substantially up to date listing of what data blocks are
stored in the CSR, and may therefore not perform the query.
For instance, the CSR may transmit the updates to the media
agents and/or storage manager periodically or as blocks are
stored in and pruned from the CSR. In yet further embodi-
ments, the media agent queries the CSR for all of the data
blocks without determining the likelihood that the data block
is stored in the CSR.

FIG. 8 is a flow diagram illustrative of one embodiment of
aroutine 800 implemented by the storage system for restoring
data blocks to a client using a CSR 404 and an AFID. For
example, routine 800 can apply to embodiments described in
reference to FIGS. 1, 2, 3, 4A, and 4B. One skilled in the
relevant art will appreciate that the elements outlined for
routine 800 may be implemented by one or many computing
devices/components that are associated with the storage sys-
tem 400. For example, routine 800 can be implemented by
any one, or a combination, of the client 402, the CSR 404, the
storage manager 406, the media agent 408 and/or the second-
ary storage device 410. Accordingly, routine 800 has been
logically associated as being generally performed by the stor-
age system 400, and thus the following illustrative embodi-
ments should not be construed as limiting.

As discussed previously, during backups all of the data is
stored in the secondary storage device 410 as data blocks.
However, to expedite restores, some data blocks can also be
stored in the CSR 404. During a restore, queries are sent to the
CSR 404 to determine which data blocks are stored therein.
Each query includes a request for a specific data block poten-
tially stored in the CSR 404. Over the course of a restore there
may be many queries sent to the CSR 404. These queries may
use network bandwidth that could more effectively be used
elsewhere, especially when the queries are made over a WAN.
To reduce the network traffic, storage system 400, can bundle
the queries, as will be described in greater detail below with
reference to FIG. 8. The storage system can implement bun-
dling based on a predefined number of queries, network band-
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width, data/file location within the secondary storage device
or information store of the client, and the like

Similar to block 502 of FIG. 5, at block 802, the storage
system 400 receives a request to restore data. In one embodi-
ment, the data blocks to be restored are a deduplicated data
blocks. At block 804, the storage system bundles a number of
queries for a set of data blocks. As mentioned previously, each
query can contain a signature block corresponding to a data
block that is to be restored to the client. The queries can be
bundled in any number of ways, such as based on a signature
block value, an AFID value, a time of query, a set number of
queries, a location of client, a client identification, a location
of data block in the secondary storage device or CSR, and/or
pseudo-randomly. For example, in one embodiment, all the
queries can be bundled together. Alternatively, some or all of
the queries for data blocks that are likely to be found in the
CSR 404 can be bundled together. In another embodiment, a
set number of queries are bundled.

At block 806, the bundled queries are sent to the CSR 404,
similar to what is described above with reference to block 504
of FIG. 5. Upon receiving the bundled queries, the CSR 404
parses the bundled queries into the individual queries and
determines which data blocks corresponding to the queries
are stored therein. Following the determination made by the
CSR 404, the storage system 400 restores the requested data,
as illustrated in block 808. The data blocks stored in the CSR
404 are restored using the CSR 404, while the data blocks not
stored in the CSR 404 are restored using the secondary stor-
age device 410.

The bundling process 800 of FIG. 8 can advantageously be
used in conjunction with the process 700 of FIG. 7. Thus, in
one embodiment the media agent or other appropriate com-
ponent first determines whether data blocks are likely to be
found in the CSR according to the process 700 of FIG. 7, and
then bundles queries according to the process 800 of FIG. 8
for the data blocks that are likely to be found in the CSR. In
another embodiment, the media agent bundles the queries
according to the process 800 of FIG. 8 and then determines
which ofthe data blocks corresponding to the bundled queries
are likely to be found in the CSR. The media agent may then
only transmit the queries in the respective bundles that are
likely to be found in the CSR.

It will be appreciated by those skilled in the art and others
that all of the functions described in this disclosure may be
embodied in software executed by one or more processors of
the disclosed components and mobile communication
devices. The software may be persistently stored in any type
of' non-volatile storage.

Conditional language, such as, among others, “can,’
“could,” “might,” or “may,” unless specifically stated other-
wise, or otherwise understood within the context as used, is
generally intended to convey that certain embodiments
include, while other embodiments do not include, certain
features, elements and/or steps. Thus, such conditional lan-
guage is not generally intended to imply that features, ele-
ments and/or steps are in any way required for one or more
embodiments or that one or more embodiments necessarily
include logic for deciding, with or without user input or
prompting, whether these features, elements and/or steps are
included or are to be performed in any particular embodi-
ment.

It is also recognized that the term “remote” may include
data, objects, devices, components, and/or modules not
stored or located locally, or that are not accessible via the
same portion of a network, using the network topology, etc.
Thus, a remote device may be located in a separate geo-
graphic area, such as, for example, in a different location,
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country, and so forth. The meaning of the term “remote” will
additionally be understood in view of its usage throughout the
entirety of the disclosure.

In certain embodiments of the invention, operations dis-
closed herein can beused to copy or otherwise retrieve data of
one or more applications residing on and/or being executed
by a computing device. For instance, the applications may
comprise software applications that interact with a user to
process data and may include, for example, database appli-
cations (e.g., SQL applications), word processors, spread-
sheets, financial applications, management applications,
e-commerce applications, browsers, combinations of the
same or the like. For example, in certain embodiments, the
applications may comprise one or more of the following:
MICROSOFT EXCHANGE, MICROSOFT SHAREPOINT,
MICROSOFT SQL SERVER, ORACLE, MICROSOFT
WORD and LOTUS NOTES.

Moreover, in certain embodiments of the invention, data
backup systems and methods may be used in a modular stor-
age management system, embodiments of which are
described in more detail in U.S. Pat. No. 7,035,880, issued
Apr. 5, 2006, and U.S. Pat. No. 6,542,972, issued Jan. 30,
2001, each of which is hereby incorporated herein by refer-
ence in its entirety. For example, the disclosed backup sys-
tems may be part of one or more storage operation cells that
includes combinations of hardware and software components
directed to performing storage operations on electronic data.
Exemplary storage operation cells usable with embodiments
of'the invention include CommCells as embodied in the QNet
storage management system and the QiNetix storage man-
agement system by CommVault Systems, Inc., and as further
described in U.S. Pat. No. 7,454,569, issued Nov. 18, 2008,
which is hereby incorporated herein by reference in its
entirety.

Storage operations compatible with embodiments
described herein will now be described. For example, data
can be stored in primary storage as a primary copy or in
secondary storage as various types of secondary copies
including, as a backup copy, a snapshot copy, a hierarchical
storage management copy (“HSM”), an archive copy, and
other types of copies. Certain embodiments described herein
with respect to backup operations are similarly compatible
with each of these types of operations.

A primary copy of data is generally a production copy or
other “live” version of the data which is used by a software
application and is generally in the native format of that appli-
cation. Such primary copy data is typically intended for short
term retention (e.g., several hours or days) before some or all
of'the data is stored as one or more secondary copies, such as,
for example, to prevent loss of data in the event a problem
occurred with the data stored in primary storage.

Secondary copies include point-in-time data and are typi-
cally intended for long-term retention (e.g., weeks, months or
years) before some or all of the data is moved to other storage
oris discarded. Secondary copies may be indexed so users can
browse and restore the data at another point in time. After
certain primary copy data is backed up, a pointer or other
location indicia such as a stub may be placed in the primary
copy to indicate the current location of that data.

One type of secondary copy is a backup copy. A backup
copy is generally a point-in-time copy of the primary copy
data stored in a backup format, as opposed to a native appli-
cation format. For example, a backup copy may be stored in
a backup format that facilitates compression and/or efficient
long-term storage. Backup copies generally have relatively
long retention periods and may be stored on media with
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slower retrieval times than other types of secondary copies
and media. In some cases, backup copies may be stored at on
offsite location.

Another form of secondary copy is a snapshot copy. From
an end-user viewpoint, a snapshot may be thought of as an
instant image of the primary copy data at a given point intime.
A snapshot generally captures the directory structure of a
primary copy volume at a particular moment in time and may
also preserve file attributes and contents. In some embodi-
ments, a snapshot may exist as a virtual file system, parallel to
the actual file system. Users typically gain read-only access to
the record of files and directories of the snapshot. By electing
to restore primary copy data from a snapshot taken at a given
point in time, users may also return the current file system to
the state of the file system that existed when the snapshot was
taken.

A snapshot may be created instantly, using a minimum
amount of file space, but may still function as a conventional
file system backup. A snapshot may not actually create
another physical copy of all the data, but may simply create
pointers that are able to map files and directories to specific
disk blocks.

In some embodiments, once a snapshot has been taken,
subsequent changes to the file system typically do not over-
write the blocks in use at the time of the snapshot. Therefore,
the initial snapshot may use only a small amount of disk space
needed to record a mapping or other data structure represent-
ing or otherwise tracking the blocks that correspond to the
current state of the file system. Additional disk space is usu-
ally required only when files and directories are actually
modified later. Furthermore, when files are modified, typi-
cally only the pointers which map to blocks are copied, not
the blocks themselves. In some embodiments, for example in
the case of copy-on-write snapshots, when a block changes in
primary storage, the block is copied to secondary storage
before the block is overwritten in primary storage. The snap-
shot mapping of file system data is also updated to reflect the
changed block(s) at that particular point in time.

An HSM copy is generally a copy of the primary copy data
but typically includes only a subset of the primary copy data
that meets a certain criteria and is usually stored in a format
other than the native application format. For example, an
HSM copy may include data from the primary copy that is
larger than a given size threshold or older than a given age
threshold and that is stored in a backup format. Often, HSM
data is removed from the primary copy, and a stub is stored in
the primary copy to indicate the new location of the HSM
data. When a user requests access to the HSM data that has
been removed or migrated, systems use the stub to locate the
data and often make recovery of the data appear transparent,
even though the HSM data may be stored at a location differ-
ent from the remaining primary copy data.

An archive copy is generally similar to an HSM copy.
However, the data satisfying criteria for removal from the
primary copy is generally completely removed with no stub
left in the primary copy to indicate the new location (i.e.,
where the archive copy data has been moved to). Archive
copies of data are generally stored in a backup format or other
non-native application format. In addition, archive copies are
generally retained for very long periods of time (e.g., years)
and, in some cases, are never deleted. In certain embodi-
ments, such archive copies may be made and kept for
extended periods in order to meet compliance regulations or
for other permanent storage applications.

In some embodiments, application data over its lifetime
moves from more expensive quick access storage to less
expensive slower access storage. This process of moving data
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through these various tiers of storage is sometimes referred to
as information lifecycle management (“ILM”). This is the
process by which data is “aged” from forms of primary stor-
age with faster access/restore times down through less expen-
sive secondary storage with slower access/restore times. For
example, such aging may occur as data becomes less impor-
tant or mission critical over time.

Similar data transfers associated with location-specific cri-
teria are performed when restoring data from secondary stor-
age to primary storage. For example, to restore data a user or
system process generally must specify a particular secondary
storage device, piece of media, or archive file. Thus, the
precision with which conventional storage management sys-
tems perform storage operations on electronic data is gener-
ally limited by the ability to define or specify storage opera-
tions based on data location.

Systems and modules described herein may comprise soft-
ware, firmware, hardware, or any combination(s) of software,
firmware, or hardware suitable for the purposes described
herein. Software and other modules may reside on servers,
workstations, personal computers, computerized tablets,
PDAs, and other devices suitable for the purposes described
herein. Software and other modules may be accessible via
local memory, via a network, via a browser, or via other
means suitable for the purposes described herein. Data struc-
tures described herein may comprise computer files, vari-
ables, programming arrays, programming structures, or any
electronic information storage schemes or methods, or any
combinations thereof, suitable for the purposes described
herein. User interface elements described herein may com-
prise elements from graphical user interfaces, command line
interfaces, and other interfaces suitable for the purposes
described herein.

Embodiments of the invention are also described above
with reference to flow chart illustrations and/or block dia-
grams of methods, apparatus (systems) and computer pro-
gram products. It will be understood that each block of the
flow chart illustrations and/or block diagrams, and combina-
tions of blocks in the flow chart illustrations and/or block
diagrams, may be implemented by computer program
instructions. These computer program instructions may be
provided to a processor of a general purpose computer, spe-
cial purpose computer, or other programmable data process-
ing apparatus to produce a machine, such that the instruc-
tions, which execute via the processor of the computer or
other programmable data processing apparatus, create means
for implementing the acts specified in the flow chart and/or
block diagram block or blocks.

These computer program instructions may also be stored in
a computer-readable memory that can direct a computer or
other programmable data processing apparatus to operate in a
particular manner, such that the instructions stored in the
computer-readable memory produce an article of manufac-
ture including instruction means which implement the acts
specified in the flow chart and/or block diagram block or
blocks. The computer program instructions may also be
loaded onto a computer or other programmable data process-
ing apparatus to cause a series of operations to be performed
on the computer or other programmable apparatus to produce
a computer implemented process such that the instructions
which execute on the computer or other programmable appa-
ratus provide steps for implementing the acts specified in the
flow chart and/or block diagram block or blocks.

While certain embodiments of the inventions have been
described, these embodiments have been presented by way of
example only, and are not intended to limit the scope of the
disclosure. Indeed, the novel methods and systems described
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herein may be embodied in a variety of other forms; further-
more, various omissions, substitutions and changes in the
form of the methods and systems described herein may be
made without departing from the spirit of the disclosure. The
accompanying claims and their equivalents are intended to
cover such forms or modifications as would fall within the
scope and spirit of the disclosure.

What is claimed is:

1. A method of restoring deduplicated data from secondary
storage to a primary storage device, the method comprising:

receiving at a storage manager that comprises at least com-

puter memory, a request to restore to the primary storage
device one or more files;
identifying a plurality of data blocks to be restored that
correspond to the one or more files, wherein each of the
one or more files comprises more than one data block,
wherein the plurality of data blocks to be restored are
stored in secondary storage and a first copy of dedu-
plication signatures corresponding to the plurality of
data blocks to be restored is stored in secondary stor-
age, the first copy of the deduplication signatures is
stored in association with one or more media agents,
and
wherein a portion of the plurality of data blocks are
stored in a client-side repository, and a second copy of
deduplication signatures corresponding to the portion
of the plurality of data blocks is stored in the client-
side repository remote from the secondary storage
and local to the primary storage device;
determining a most recent backup time of each of the
plurality of data blocks to be restored, wherein the most
recent backup time indicates a most recent time at which
aparticular block of data was part of a backup operation;

based on the determined most recent backup time, remov-
ing one or more deduplication signatures from the set of
deduplication signatures to form a revised set of dedu-
plication signatures;

forming a plurality of bundles of deduplication signatures

from the revised set of deduplication signatures;
transmitting the plurality of bundles of deduplication sig-
natures to the client-side repository;
receiving an indication from the client-side repository as to
which data blocks corresponding to the revised set of
deduplication signatures are stored in the client-side
repository, wherein the determination as to which data
blocks are stored in the client-side repository is based on
a comparison of the revised set of deduplication signa-
tures with the second copy of deduplication signatures
stored in the client-side repository; and
accessing data blocks not stored in the client-side reposi-
tory from the secondary storage based on the first copy
of deduplication signatures stored in association with
the one or more media agents and transmitting the data
blocks not stored in the client-side repository from the
secondary storage to the primary storage device,

wherein data blocks that are stored in the client-side reposi-
tory are transmitted from the client-side repository to the
primary storage device.

2. The method of claim 1, wherein the plurality of dedu-
plication signatures comprises hashes of the plurality of data
blocks.

3. The method of claim 1, wherein the plurality of bundles
are transmitted over a communication channel having a
higher latency than a communication channel between the
repository and the primary storage device.

4. The method of claim 3, wherein the transmitting the
plurality of bundles comprises sending the plurality of
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bundles to the client-side repository via a wide area network,
and wherein the client-side repository and the primary stor-
age device are in communication via a local area network.
5. A storage system comprising:
secondary storage storing, according to a deduplication
scheme, a plurality of data blocks received from a client
system, and unique-a first copy of deduplication signa-
tures corresponding to the plurality of data blocks, the
first copy of deduplication signatures is stored in asso-
ciation with one or more media agents,
wherein each file in the client system comprises more than
one data block, and
wherein at least a portion of the plurality of data blocks, and
a second copy of deduplication signatures correspond-
ing to the portion of the plurality of data blocks, is stored
in a client-side repository remote from the secondary
storage;
a storage manager that comprises at least computer
memory configured to perform at least one restore
operation in which data is restored to the client system,
the storage manager configured to:
receive a request to restore the plurality of data blocks to
the client system;

determine a most recent backup time of one or more of
the plurality of data blocks, wherein the most recent
backup time indicates a most recent time at which the
one or more of the plurality of data blocks was part of
a backup operation;

determine that the most recent backup time for a set of
one or more data blocks of the plurality of data blocks
that does not meet a threshold time;

remove one or more deduplication signatures corre-
sponding to the set of the one or more data blocks
from a set of deduplication signatures to form a
revised set of deduplication signatures;
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form a plurality of bundles of data block queries from the
revised set of deduplication signatures;

transmit the plurality of bundles of data block queries to
the client-side repository;

receive an indication from the client-side repository as to
which data blocks corresponding to the revised set of
deduplication signatures are stored in the client-side
repository based on a comparison of the revised set of
deduplication signatures with the second copy of
deduplication signatures stored in the client-side
repository; and

access the secondary storage to restore data blocks not
stored in the client-side repository from the secondary
storage to the client system, based on the first copy of
the deduplication signatures stored in association
with the one or more media agents and transmit the
data blocks not stored in the client-side repository
from the secondary storage to the primary storage
device, and

wherein data blocks that are stored in the client-side
repository are restored from the client-side repository
to the client system.

6. The storage system of claim 5, wherein the plurality of
deduplication signatures comprises hashes of the plurality of
data blocks.

7. The storage system of claim 5, wherein the plurality of
bundles are transmitted over a communication channel hav-
ing a higher latency than a communication channel between
the client-side repository and the client system.

8. The storage system of claim 5, wherein the control
module is configured to send the plurality of bundles to the
client-side repository via a wide area network, and wherein
the client-side repository and the client system are in com-
munication via a local area network.

#* #* #* #* #*
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